
Tackling Email Cyber Threats
MXSweep recognise that to keep one step ahead in the constant development battle, we must be at least as 
sophisticated in our approach as the spammers, virus-writers and other internet bandits. This is why we combine all the 
world’s leading detection engines with our own �ltering technology in a unique, multi-layered approach to the 
protection challenge. All email is �ltered o�site, threats are quarantined and only clean email is relayed to your email 
server. 

MXSweep email security combines e�ective anti-spam, anti-virus and anti-phishing with uniquely low false positives:
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Features and bene�ts: 

Industry-leading detection rates (100% anti- virus and 99.92% anti-spam security), enabled by the unique 
multi-layered combination of our �ltering technology with the world’s leading detection engines including 
Commtouch Recurrent Pattern Technology.



Features and bene�ts contd.
Inbound and outbound email security, in the event of a botnet or malware 
outbreak on the customer network, the threat will be contained and the 
customer server will avoid being blacklisted. 
Use of a number of MXSweep technologies including connection 
management, IP reputation, sender & recipient veri�cation, keyword 
analysis and outbound mail pro�ling
Real-time, all-the-time virus and spam outbreak protection, without waiting 
for content rules or virus signatures update, the solution analyses 
behaviour not signature

Minimal customer intervention – all email is �ltered o�site, threats are 
quarantined and only clean email is relayed to the server
Close to zero false positive identi�cation based on our ‘circles of trust’ 
technology meaning users receive every email they really needPainless 
contacts management due to intuitive, self-learning system
User control – ‘unjunk’ links on the system’s regular quarantine reports 
enables end users to retrieve disputed mails
Easy, integrated management of every email account, including individual 
users, their aliases and the groups they’re part of
Straightforward setting of access and responsibility levels for every user
Full management reporting to measure protection e�ectiveness
Continuous reputation management through outbound zombie 
protection.

MXSweep uses multiple anti-virus scanning 
engines to maximise detection:

Use multiple AV engines simultaneously
Scan �les, �le archives (ISO, ZIP, MSI etc)
Currently use 8 di�erent AV engines: AVG, CA eTrust, Clamwin, ESET NOD32 
AV Engine, Norman Virus Control, Sunbelt VIPRE, VirusBuster, Commtouch 
Zero Hour AV
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Email Security
Email security is one of the 
fastest growing and business 
critical IT service requirements. 
In Q3 2010, spam levels 
averaged 80% of all email tra�c 
and peaked at 95%. Cyber email 
threats are becoming more 
sophisticated and malicious with 
the rapid propagation of 
phishing, botnet and malware 
attacks. Email servers and 
on-premise solutions can’t cope 
with increased email volumes 
and threats. MXSweep’s email 
security-as-a-service platform, 
including email protection, 
provides businesses with a 
highly e�cient, cost e�ective 
and reputable outsourced 
solution that addresses this 
critical IT requirement.
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